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The following report is based on the work covered in past lectures completely
focusing on applying knowledge githe configuration of networks and the
administration, using tools such weldl machines.

Note: All annotations are underneath the screenshots!

The work of this report completed under the supervision of (name supervisors). | declare that
this report is the product of my own work and is not being submitted for any other degree efc.
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During this piece of work, the student demonstrates their personal understanding of
Networks and their concepts — preforming these skills through a small but
professional network. Quoting the assignment brief , ‘To install and manage a
networked computer and a range of software applications’.

The student has chosen to use Oracle VM Virtual box to configure the virtual
machines.

Installing:

o Windows 7 OS
¢ Linux - Ubuntu
« Windows server 2008

Once installing the listed operating systems, the student goes on to perform a range
of tasks all in the name of setting up a private network. These tasks include:

s Configuring static IP addresses for each VM using commands such as ipconfig
and Ping

s« Demonstrating the use of utility software

s Selting up a server as a primary domain controller and DNS — Using a clint to
join the domain

e Creating a DHCP server and reconfiguring a client to have the same IP
address as the server




Part1: Config Of virtual PC’s Linux & Windows 7
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First the student began the configuration by choosing the type and the version of OS they
were using. Also providing the virtual machine with a suitable name. The following
screenshot show this in detail.
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€ Create Virtual Machine

Memaory size

Select the amount of memory (RAM) in megabytes to be allocated to the
virtual machine,

The recommended memory size is 1024 MB,
_ la036 (2] w8 §

4MB 16384 MB

Next was a very important part of setting up any virtual machine, the memory allocation

(RAM). It is crucial you get this correct and tailored not only to the virtual machine but also to
the student's personal computer.

€ Create Virtual Hard Disk

File location and size

Please type the name of the new virtual hard disk file into the box below or dick
on the folder icon to select a different folder to create the file in.

Nathan\VirtualBox YMs\Widnows_7_ Virtual PC\Widnows_7_ Virtual PC.vdi ‘ La

Select the size of the virtual hard disk in megabytes. This size is the limit on the
amount of file data that a virtual machine will be able to store on the hard disk.

| 20.00 GB

4.00 MB 2.00TB

Create Cancel




€ Create Virtual Hard Disk
€ Create Virtual Machine

Storage on physical hard disk

Hard disk
Please choose whether the new virtual hard disk file should grow as it is used
(dynamically allocated) or if it should be created at its maximum size (fived
1f you wish you can add a virtual hard disk to the new machine, You can size).
either create a new hard disk file or select one from the list or from another ad scally allocated hard disk e wil o physical
i namically a ard disk file will only use space on your physical
location using the folder icon. har:diskas it fills up (up to a maximum fixced size), although it will not shrink

If you need a more complex storage set-up you can skip this step and make again automaticolly when space on it s frecd.
the changes to the machine settings once the machine is created. A fived size hard disk file may take longer to areate on some systems but is
. often faster to use.

The recommended size of the hard disk is 10.00 GB.

() Dynamically allocated
(O Do not add a virtual hard disk _
(®) Fixed size
(@) Create a virtual hard disk now
(©) Use an existing virtual hard disk file

Widnows_7_ Virtual PC.vdi (Normal, 20.00 GB)

Create Cancel Mext Cancel

€ Create Virtual Hard Disk

File location and size

Please type the name of the new virtual hard disk file into the box below or dick
on the folder icon to select a different folder to create the file in.

.C!UJSEFSWaman\VirmaIBOI VMs\Ubuntu - LinuxYUbuntu - Linux, vdi | LB

Select the size of the virtual hard disk in megabytes, This size is the limit on the
amount of file data that a virtual machine will be able to store on the hard disk.

| 20.00G8 |

4.00 MB 2.00TB

Create Cancel

The previous screenshots show the student settingup a hard disk for the virtual machine
ensuring to allocate 20G of space. This is what GZEAtu will need to be a fluid OS.

Creating fixed medium storage unit 'C:\Users\Nathan|VirtualBox VMs\Ubuntu - Linux\Ubuntu - Linux.vdi ...

- X

9 seconds remaining
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Highlighted in blue shows the ‘skeleton’ of the virtual machine.
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The student then goes on to the network config for the Virtual machine.
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Switching adapter 1 on the VM from a NAT to an internal network.




[x

General Hetwork
System Adapter 1 ~ Adapter 2 Adapter 3 Adapter 4
Display E4] Enable Metwork Adapter
Attached to: | Intemnal Neftwork =
Storage )
Mame: | PriviateNetl ~
Aud
uee P Advanced

Network

Serial Ports

Use

Shared Folders

OheoPacEmE N

User Interface

oK Cancel

The student makes sure to follow the same process for adapter 2 and name it ‘PrivateNet1’
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The student can be seen enabling ‘PAE/NX’
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Here the student can be seen going over to the acceleration tab in ‘'system settings’ —
Unchecking ‘Enable nesting paging'. 4
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Finally the student adds the ‘brains’ of the VM — The Ubuntu iso. This was done by entering
the storage section and adding an Optical disk the SATA comrol
EB




Config Of virtual PC’s Linux & Windows 7 — Machine 2 - Windows 7
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Much like the creation of the UBUNTU VM, the student begins by creating the type and
version of windows they will be using and also providing the VM with a suitable name.
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The student the allocates a tailored amount of memory to the VM. Using the same amount
as the UBUNTU VM.




€ Create Virtual Machine

Hard disk

If you wish you can add a virtual hard disk to the new machine. You can
either create a new hard disk file or select one from the list or from another

location using the folder icon.

If you need a more complex storage set-up you can skip this step and make
the changes to the machine settings once the machine is created.

The recommended size of the hard disk is 32.00 GB.

(O Do not add a virtual hard disk
(® Create a virtual hard disk now
(O Use an existing virtual hard disk file

Empty

Create Cancel

The student then went on to create a virtual hard disk for the windows 7 PC — noting that
there was a significant difference in the recommended size compared to the Ubuntu VM.

€ Create Virtual Hard Disk

File location and size

Please type the name of the new virtual hard disk file into the box below or dick
on the folder icon to select a different folder to create the file in.

Nathan\VirtualBox VMs\Widnows_7_ Virtual PC\Widnows_7_ Virtual PC.vdi | La

Select the size of the virtual hard disk in megabytes. This size is the limit on the
amount of file data that a virtual machine will be able to store on the hard disk.

[ _ 20.00 GB |
4.00MB 2.00TB
Create Cancel

The student set the hard disk size to 20GB
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The student then went on to add the brains of the VM by adding the Windows 7.iso file to the

SATA controller.




Windows Server 2008 setup

Select the operating system you want to install

Windaws Server 2008 R2 Standard {Server Core Installation] /2172010
Windaws Server 2008 2 Entesprise (Full Installstion) 11/21/2010
Windows Server 2008 R2 Enterprise (Server Core Installation) w/a/010
Windaws Server 2008 R2 Datacenter (Full Installation) 11/21/2010
Windows Server 2008 R2 Datacenter [Server Core Installation) 1172172010
Windews Web Server 2008 R2 (Full Installation) 11/21/2010
Windaws Web Server 2008 K2 {Server Core Installation) 11/21/2010

Description:
This option installs the complete installation of Windows Server, This installation includes the entire
user interface, and it supports all of the server rales.

1 Collecting information 2 Installing Windows

Once the student installed windows server on the VM by following the same steps as
previously provided for the OS’. They then follow the system install steps required by firstly
clicking on ‘Windows server 2008 R2 — Full install’

Installing Windows.

That's all the information vwe nesd fight now. Your computer will restart severs! times during
installstion,

o Copying Windows files
Windaws

Comgleting installation

e |
1 Collecting information 2 Installing Windows

G @& o S @ e s

The student then waits for the install to complete.




Part 2: Configuring a static IP address
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Once installed, windows server will automatically boot up ‘server manager' as shown.
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The student has been tasked to configure a static IP address for each computer in the

network. They begin this process by navigating their way into the control panel and clicking

‘Network and Internet’.
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Then clicking into ‘network and sharing canter'.
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The student then right clicks on ‘PublicNet’ and clicks into ‘Properties’
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Once navigating into the priorities of the public network, the student then goes into the
properties of ‘Internet Protocol Version 4' — Where they will configure the static IP address.
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Inside the properties of ‘Internet Protocol Version 4’ is where the student configured the
static IP address for the Network.
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To ensure everything runs fluidly, the student disabled the VM's firewall to prevent windows
from being an unwanted security guard.
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Screenshot evidence of the student configuring a static IP in windows 7.
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Part 3: Proof of connectivity
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First the student turned on ‘ Network discovery' to enable the network connectivity.
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The student then opens up Command prompt in both VM's, preparing form a simple Ping
test.
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Before the ping test, the student runs an ipconfig test on both of the VM’
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This is evidence of connectivity, showing each of the VM’S pinging each other.
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Part 4: Setting up a server as a primary domain controller and DNS

Before You Begin This wizard helps you install roles on this server, You determine which roles to install based on the tasks you
Server Roles want this server to perform, such as sharing documents or hosting a Web site,

Confirmation Before you continue, verify that:

Progress « The Administrator account has a strong password

Results « Netwark settings, such as static IP addresses, are configured

« The latest security updates from Windows Update are installed

If you have to complete any of the preceding steps, cancel the wizard, complete the steps, and then run the
wizard again.

To confinue, dick Next.

I™ Skip this page by defauit

A sevos [ nets | meel | cancel |

o [& & | | PG S

pousgs lﬂijwmgﬁtcvl

The student begins by going into server manager and right clicking on add roles
which brings the user to this screen.
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Add Roles Wizard

& Select Server Roles

Confirmation

Progress
Results

Select one or mare roles to install on this server.
Roles:

Description:

|| Active Directory Certificate Services

[[] Active Directory Federation Services
[ ] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
[] Application Server
] bHCP Server
[] DNS Server
[] Fax Server
File Services (Installed)
|: HyperV
[] Metwork Policy and Access Services
[ ] Print and Document Services
[] Remote Desktop Services
[ web server (11s)
[] windows Deployment Services
[] windows Server Update Services

More about server roles

[es ]

Active Directory Domain Services (AD
DS)stores information about objects
on the network and makes this
information available to users and
network administrators. AD DS uses
domain controllers to give network
users access to permitted resources
anywhere on the network through a
single logon process.

Next > | Install | Cancel I

A 9:03PM

The student clicks the highlighted option in the screenshot
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[ Add Roles Wizard

Installation Results

Before You Begin
- The following roles, role services, or features were installed successfully:

Server Roles
1. 1waming, 1informational me: below
Active Directory Domain Services . e
Confirmation & Windows automatic updating is not enabled. To ensure that your newly-nstalled role or feature is
e automatically updated, turn on Windows Update in Control Panel,

+ Active Directory Domain Services '@ Installation succeeded
The following role services were installed:
Active Directory Domain Controller

.i\ Use the Active Directory Domain Services Installation Wizard (dcpromo.exe) to make the server a
fully functional domain controller,

Close this wizard and launch the Active Directory Domain Services Installation Wizard (dcprom: e).
“ MNET Framework 3.5.1 Features ) Installation succeeded

The following features were installed:

NET Framework 3.5.1

< Previous I Next > | Close Cance

Once installed, windows notifies the student with a completed install message.
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| Add Roles Wizard x|

| ﬁ; Installation Results

|

Programs (1) br features were installed successfully:

B! dpromo essages below

b is not enabled. To ensure that your newly-installed role or feature is
on Windows Update in Control Panel.

Bervices f_’ Installation succeeded

E installed:

tontroller

bmain Services Installation Wizard (dcpromo.exe) to make the server a
froller

e Active Directory Domain Services Installation Wizard (dcpromo.exe).
tures U Installation succeeded

talked:

' See more results

dcpromo B3 Llogoff |»

Once installed, the student goes into the windows search bar and types, ‘cdpromo’




% ¥ind Er Run -7 Ora VIV Virtual

x

o)l

Name the Forest Root Domain
The first domain in the forest is the forest root domain. fts name is also the name of
the forest

& 8! Active Direct Domain Servi Installation Wizard |
T e e 7 2 (oo
¢ E

[ e Sae

©

Type the fully qualified domain name (FQDN) of the new forest root domain.

FQDN of the forest root domain:
IPENNING LOCAL

Bample: corp contoso.com

< Back Next > Cancel |

)‘ 0 items

Next, the student names the root domain — “Nathan.LOCAL'. the .LOCAL is
important as it states that this is a local networl@




S

| Downloads
g( i_'l Active Directory Domain Services Installation Wizard

Additional Domain Controller Options
(

Select additional options for this domain cortroller
¥ DNS server
W | Global catalog
I™ | Bead-oriy domain controller [RODE]
Additional information:
'The first domain controller in a forest must be a global catalog server and d
icannot be an RODC.
'We recommend that you install the DNS Server service on the first domain
controller.
More about additional domain controller opfions
< Back Neadt >

lm I Search Downloads

L

0 items

b

The student then installs the DNS server to the domain controller




The Virtual Machine reports that the guest OS supports mouse pointer integration. This means that you do not need to capture the mouse pointer (%) [5)
& | E
L U LRSIl Server Manager (WIN-FLDFOGVPOSB)
2 Roles
| &fi Features _ _
—? D stics iit::n C‘D‘]VEF;'VIEW of the status of this server, perform top management tasks, and add or remove server
9 roles and features.
| dlii Configuration 1
=3 storage ~
| Roles Summary ﬂ Roles Summary Help
~! Roles: 3 of 17instaled 5 Go toRoles
0 AddRoles
1. Active Directory Domain Services =
= Remove Roles
1. DNS Server
&9 File Services
“| Features Summary ﬂ Features Summary Help
~| Features: 3 of 41installed &5 Add Features -
‘g;. Remove Features
Group Policy Management
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
AD DS Tools i
_ﬂ |ﬂ %:Is Last Refresh: Today at 9:15PM  Configure refresh

Proof that the DNS and active Directory domain services has been installed.




’ o [=[ 5]
- ~iolx]
= File Action View Help
(= E o HE T8 ETAR
> [T s Name | Type | Description
Hl=®m | Saved Queries __ Saved Queries Folder to store your favor...
E & &3 Nathan.LOCAL FNathan.LOCAL Domain
=
| g
=
il
| &3
KX [ K — 2

The screenshot also shows that the student is now a part of the active directory
domain




Part:5 Installing and configuring DHCP

=

frodnoewea o

ﬁ' Select Server Roles

=1

Select one or more roles to install on this server.
Roles:

Before You Begin

Description:

Confirmation nfi ion

namicH
(DHCF) Server enables you to

|| Active Directory Certificate Services
Progress ACHVE: :_'f:_-:""-" Dom _5i == Installed centrally configure, manage, and

[_] Active Directory Federation Services provide temporary IP addresses and
[] Active Directory Lightweight Directory Services related information for client
[[] Active Directory Rights Management Services computers.
[ Application Server
Ll

| Results

] Fax Server
L] Hyper-v

[ ] Network Policy and Access Services
[] print and Document Services

[] Remote Desktop Services

[] web Server (115)

["] Windows Deployment Services

[] windows Server Update Services

More about server roles

Installing DHCP server follows the same steps as installing the DNS, until you get to
this screen, the user selects the highlighted option.




| Add Roles wizard e |
i ﬁ‘ Select Network Connection Bindings
" g
[ Before You Begn One or more network connections having a static IP address were detected. Each network connection can
j Server Roles be used to service DHCP dients on a separate subnet.
. DHCP Server Select the network connections that this DHCP server will use for servicing dients.
.
4l Connections:
| IP Address [Tyee [
192.168.1.100 Pvd
IPv5 DNS Setfings
DHCP Server Authorization
Confirmation
Progress
j Results
¥
Details
Name: Publichet
MNetwork Adapter: Publichet
| Physical Address: 08-00-27-C4-8C-ED
£ < Previous | Instal | Cancel | L

The network connection and bindings tab allows you to connect DHCP to other static
IP's — the screenshot shows the static IP that the student configured previously.
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i Add Roles Wizard x|

I ﬁa Specify IPv4 DNS Server Settings

Before You Begs
= When dients obtain an TP address from the DHCP server, they can be given DHCP options such as the TP
Server Roles addresses of DNS servers and the parent domain name. The settings you provide here wil be applied to dients
using IPv4.
DHCP Server

Specify the name of the parent domain that dients will use for name resolution. This domain will be used for al
scopes you create on this DHCP server,

Parent domain:
Nathan,LOCAL
) Spedify the IP addresses of the DNS servers that dients will use for name resolution. These DNS servers will be
IPv6 DNS Settings used for all scopes you create on this DHCP server,
DHCP Server Authorization
Preferred DNS server IPv4 address:
Confirmation
[192.168.1.100 validate
Progress _
Resuts & vaid
Alternate DNS server IPv4 address:
I alidste |
More about DNS server settings
< Previous Next > Instal Cancel

The student than changes the DNS IPv4 address to the same IP as the DNS server.

The student also clicks validate to check this is correct.
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Add Roles Wizard

[
{ ﬁ Add or Edit DHCP Scopes
3

A scope is the range of possible IP addresses for a network. The DHCP server cannot distribute IP

addresses to dients unfil a scope is ceated.

x4

A scope is a range of possible IP addresses for a network. The DHCP server
cannot distribute IP addresses to dients until a scope is created.

~—Configuration settings for DHCP Server
Scope name: Jscope1
Starting IP address: [192.168.101.2
Ending IP address: J192.168.101.2
Subnet type: [wired Qease duration wil be 8 days) |

¥ Activate this scope

[ [ . |

— Configuration settings that propagate to DHCP dient
Subnet mask: 255.255.255.0
Default gateway (optional): I

[ ] cona |

<Previous | mext> |

Instal

Cancel |

B9

The student then creates a scope, calling it ‘scope1' and also assigning it with a
static and ending IP address - these are the same as there is only one client to the

network.

=




&

[ Add Roles Wizard

b
Before You Begin
Server Roles
DHCP Server
Network Connection Bindings
IPv4 DNS Settings
IPv4 WINS Settings
DHCP Scopes
DHCPv6 Stateless Mode
DHCP Server Authorization
Confirmation

Progress

[ ﬁ: Installation Results

The following roles, role services, or features were installed successfully:

/1. 1warning message below

1, Windows automatic updating is not enabled. To ensure that your newly-installed role or feature is
automatically updated, turn on Windows Update in Control Panel.

DHCP Server @ Installation succeeded

Print, e-mail, or save the installation report

DHCP is now successfully installed
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GRADEMARK REPORT

FINAL GRADE GENERAL COMMENTS
Instructor

PAGE 1

PAGE 2

’ Comment 1

this demonstrates good professionalism for your documentation. The abstract however is a
summary of the work contained within a report

PAGE 3

’ Comment 2

provides for a sensible overview and provides context well

PAGE 4

PAGE 5

PAGE 6

’ Comment 3

appropriatre evidence provided here demonstrating skills

PAGE 7

PAGE 8

PAGE 9

PAGE 10




’ Comment 4

proof-read

’ Comment 5

appropriate use of varying operating systems

PAGE 11

PAGE 12

PAGE 13

PAGE 14

PAGE 15

PAGE 16

PAGE 17

’ Comment 6

appropriate evidence of assigning ip addresses

PAGE 18

PAGE 19

PAGE 20

’ Comment 7

good use of key diagnostic test

PAGE 21

PAGE 22

PAGE 23

PAGE 24

PAGE 25

’ Comment 8

good evidence provided here
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PAGE 27

PAGE 28

PAGE 29

PAGE 30

PAGE 31

PAGE 32
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PAGE 33

Comment 9

set up well. could have demonstrated utility programs a little further such as resources
monitor among others




